Guidance for the Disposition of High-Risk and Non-Personal Property

Policy

U. S. Department of Energy/Brookhaven National Laboratory high-risk property shall be managed to protect the public, employees, and the environment and to advance the national security and nuclear nonproliferation objectives of the U.S. Government. In no case shall property be transferred, disposed of, or released to the public unless it receives a high-risk review and is handled accordingly. It is the responsibility of the Lab to manage and control Government-owned high-risk personal property in an effective and lawful manner. 
It is recognized that Laboratory personnel cannot be expected to perform an independent high-risk review since the regulations, criteria, and reference material are intended to be interpreted by subject matter experts. Therefore, in order to provide the proper review, disposition, and control of personal and non-personal property that may be high-risk, all BNL personnel are required to obtain assistance by contacting the subject matter experts listed at the end of this guidance document. 

Purpose

The purpose of this guidance is to assure that the appropriate procedures, responsibility, and awareness controls are in place to protect against the premature release or unintentional sale, transfer, loan, or release of Government-owned high-risk property. A small percentage of the property acquired by the Laboratory is high-risk when it is originally obtained. High-risk property is controlled by a number of groups and procedures to assure that it is not released without the proper reviews. 

Scope

High-Risk property is controlled when it is purchased, moved, loaned, excessed, transferred, or sold. Laboratory personnel shall be required to obtain a review when high-risk property is being purchased, loaned, excessed, transferred, or sold.

Definitions and Terms 

High-risk non-personal property – generally for the purposes of this guidance non-personal property refers to source, byproduct, and special nuclear materials.

High Risk Personal Property – According to 41 CFR 109, Subpart 109-1.53, DOE Property Management Regulations, Management of High Risk Personal Property, Subpart 109-1.100-51 -

· High-risk personal property means property that, because of its potential impact on public health and safety, the environment, national security interest, or proliferation concerns must be controlled and disposed of in other than the routine manner.

Nuclear related High Risk Property -

· Equipment, components, or materials especially designed for nuclear application. These items are on the "Trigger List" because they trigger the safeguards of International Atomic Energy Agency.

Reference: http://www.ornl.gov/risk/Trigger_List_September_19971.pdf
· Equipment, components, or materials which have both nuclear and non-nuclear applications. These are known as "Dual Use" items.

Reference: http://www.ornl.gov/risk/Dual_Use_List_restructured.pdf
· Information of any kind that can be used or adopted for use in the design, production, manufacture, utilization or reconstruction of items on the trigger or dual-use list.

The categories of high risk property are automatic data processing equipment, especially designed or prepared property, export controlled information, export controlled property, hazardous property, nuclear weapon components or weapon-like components, proliferation sensitive property, radioactive property, special nuclear material, and unclassified controlled nuclear information.

Especially designed or prepared property –

· Equipment and material designed or prepared especially for use in the nuclear fuel cycle and described in the Nuclear Suppliers Group Trigger List (INFCIRC 254 Part 1).

Export controlled information –

· Unclassified U.S. Government information under DOE cognizance that, if proposed for export by the private sector, would require a U.S. Department of Commerce or U.S. Department of State validated license, or a DOE authorization for export, and which, if given uncontrolled release, could reasonably be expected to adversely affect U.S. national security or nuclear nonproliferation objectives.

Export controlled property –

· Property the export of which is subject to licensing by the U.S. Department of Commerce, the U.S. Department of State, the U.S. Nuclear Regulatory Commission, or authorized by the U.S. Department of Energy.

Hazardous property –

· Any personal property, including scrap or waste but excluding property involving a radiological hazard, that is ignitable, corrosive, reactive, or toxic because of its quantity, concentration, or physical, chemical, or infectious characteristics, or that is deemed a hazardous material, chemical substance or mixture, or hazardous waste under the Hazardous Material Transportation Act, the Resource Conservation and Recovery Act, or the Toxic Substances Control Act. Such property may be in solid, liquid, semi-liquid, or contained gas form and may cause or significantly contribute to an increase in mortality or pose present or potential hazard to human health or the environment when improperly used, treated, stored, transported, disposed of, or mismanaged.

Nuclear weapon component or weapon-like component –

· Parts of whole war reserve nuclear weapon systems, joint test assemblies, trainers, or test devices, including associated testing, maintenance, and handling equipment; or items that simulate such parts.

Proliferation sensitive property –

· Nuclear-related or dual-use equipment, material, or technology as described in the Nuclear Suppliers Group Trigger List and Dual Use List, or equipment, material, or technology used in the research, design, development, testing, or production of nuclear or other weapons.

Radioactive property –

· Any item or material that is contaminated with radioactivity and which emits ionizing radiation in excess of background radiation as measured by appropriate instrumentation. 

Special nuclear material –

· Plutonium, uranium 233, uranium enriched in the isotope 233 or 235, any other materials which the Nuclear Regulatory Commission pursuant to the Atomic Energy Act of 1954, as amended, determines to be special nuclear material, or any material artificially enriched by any of the foregoing, but does not include source material.

Unclassified controlled nuclear information –

· U.S. Government information pertaining to atomic energy defense activities as defined in section 148 of the Atomic Energy Act. Such information can relate to aspects of nuclear weapons design, development, testing, physical security, production, or utilization facilities.

Requirement

(A) 
The Laboratory's High Risk Program, among other things, concentrates on the following categories of property:

· Equipment or materials designed or prepared for use in a nuclear application.

· Nuclear-related equipment, material, or technology described in the Nuclear Suppliers Group Trigger List     

Reference: http://www.ornl.gov/risk/Trigger_List_September_19971.pdf 

· Export controlled property subject to export licensing by the Department of Commerce or Department of State, the Nuclear Regulatory Commission, or authorization by the DOE.

· Proliferation sensitive property - Nuclear-related or dual-use equipment, material or technology described in the Nuclear Suppliers Group Trigger List or Dual-Use List Reference: http://www.ornl.gov/risk/Dual_Use_List_restructured.pdf 
(B)
Prior to disposition, all items will be evaluated for high-risk status. As part of the normal disposition of property, the property custodian will perform a preliminary high risk determination with the assistance of the subject matter experts listed in guidance document as well as assuring that the item has been reviewed, if applicable, for:

· Radiological Characteristics

· Sanitizing of Information Systems

· Proliferation/Export Control

· Nuclear Materials Safeguards and Security.

(C) 
Once an item is determined to be "high-risk" it can be

· transferred within the DOE complex or to another governmental agency;

· transferred outside the government with approval and/or licensing; or

· destroyed in accordance with DOE guidelines.

Always obtain approval through the Property Management Office and/or the Safeguards and Security Division (for nuclear material) before the release of any high-risk property takes place. Property Management Procedures have been put in place to assure that any items identified as high-risk are disposed of in accordance with approved procedures.

Purchasing - When purchasing high risk property contact the Laboratory Property Management Office (Ext. 4599)

Loans - When loaning high-risk property submit the loan documentation to the Property Management Office (i.e., the Loan Agreement and Shipping Order). 

Excessing – When excessing high-risk property from the site, by trade-ins, disposal, donations, transfers, or public sales contact the Laboratory Property Management Office (Ext. 4599)

Export – When considering the export of high-risk property contact Export Control (x3812)

Note: When considering the purchase, loan, excess, export, import, or disposal of any nuclear material contact the Safeguards and Security Division (x5233, 4051)

Special Requirements for High Risk Property

· The Laboratory’s Export Restriction Notice shall be in all sales, transfers or other offerings of high-risk property.

· Requests for deviations from the Export Restrictions Notice will be made through the DOE Chicago Operations 
· Transfer Certification - The property owner/originator is responsible for initiating the excess declaration of all personal property, including high-risk property. At the time of disposition, items of personal property, materials, or data will be assessed to determine whether they should be characterized as high-risk. All high-risk property must be reviewed against the Nuclear Suppliers Group Trigger List and the Dual-Use List prior to disposition. The nature of these determinations will result in application of additional disposition controls necessary to ensure compliance. If it is nuclear material, the property is then transferred for dispositioning consistent with DOE and regulatory requirements to the Safeguards and Security Division or if it is non-nuclear related, it shall be transferred to the Property Management Office to provide disposition. Property transfer records will include all applicable documentation, including the property’s categorization as high-risk. This documentation will be included with all transfers internal and external to DOE. If the Property being transferred is ADP equipment, the certification of sanitization form must be included.

· Disposal of High-Risk Property - The Laboratory will not process high-risk property within disposal program without performing the reviews prescribed by this high-risk procedure. Reviews will be documented.

· Any component, equipment, and material which is both surplus to the Laboratory and identified in the Nuclear Suppliers Group Trigger List shall be sold for scrap after being rendered useless for their intended purpose or shall be destroyed. The Laboratory destruction process will be verifiable and documented. Dual Use items may be sold or transferred, however appropriate and applicable export control and high-risk property warnings shall be included with transfer documentation. If it becomes necessary to do so, an evaluation and request for waiver from the High Risk Property Management Requirements will be made through the DOE Chicago Operations Office.

· Sales, Transfers, and Other Offering of High Risk Property – Disposition requests will be made through the DOE Chicago Operations Office and cognizant DOE headquarter program office. All equipment and materials otherwise transferred outside of the Laboratory shall be tagged as follows:

Export Control/High Risk Property Statement

Equipment and materials received from Brookhaven National Laboratory are subject to export controls under Code of Federal Regulations Titles 10, 15, 22, and 31. Any export of these commodities contrary to United States Law is prohibited. This statement must accompany any transfer of these commodities.

· For transfers of nuclear, nuclear-related, and other related equipment, materials and technology, U.S. Government export controls enforce the requirements of the Atomic Energy Act, the Nuclear Non-Proliferation Act, the Export Administration Act, and the Arms Export Control Act. These statutes and their implementing regulations require licenses from the Department of Commerce, Nuclear Regulatory Commission, or Department of State (DOS) or an authorization from the Secretary of Energy before certain unclassified nuclear and nuclear-related commodities and technical information can be exported. 
· Handling Trigger List Property - Trigger List property cannot be sold to the public and must be destroyed. Title to Trigger List property may be transferred from the U.S. Government only with the approval of the DOE’s Office of Defense Nuclear Nonproliferation (NN) and requires justification. 

· Handling Dual-Use Property  - Dual Use Property may be sold to the general public. Whenever this type of property is to be transferred outside of DOE control permanently, the transferring documentation must include an Export Restriction Notice contained in the Property Management loan agreements and property transfer forms.

· Controlling U.S. Nuclear Exports - The U.S. nuclear export control system involves a number of U.S. agencies and organizations, including the National Nuclear Security Administration (NNSA), the Nuclear Regulatory Commission, the Departments of Commerce, State, and Defense, and U.S. Customs. The U.S. DOE NNSA is responsible for authorizing the export of U.S. nuclear technology. In the NNSA, the Office of Defense Nuclear Nonproliferation (NN) provides advice and recommendations on licenses for nuclear facilities and materials, as well as dual-use items. Reviews of proposed exports are based on a technical review of the item, as well as a review of the stated end-use and end-user of the export. 

NOTE: the Safeguards and Security Division shall manage all Laboratory exports/imports of nuclear material with the cognizance and/or approval of the DOE’s Brookhaven Area Office, Chicago Operations Office, and NNSA.

Laboratory Contacts for Guidance and Review of High Risk Property

Notify the Laboratory Property Management Office (Ext. 4599) for further guidance in processing, loaning, or excessing property. Notify the Safeguards and Security Division (Ext. 5233, 4051) for further guidance in the material, control, and accountability of nuclear material non-personal property. 

Laboratory Subject Matter Experts for Guidance and Review of High Risk Property

Property Management Office (x4599)

Safeguards and Security Division (x5233, 4051)

Laboratory Legal Office (x8629)

Laboratory Export Control (x3812)

Property Management SOP 380.9
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