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System Administrator

Role:   Maintain the integrity of a computer operating system environment.
Responsibilities:

· Participate in the implementation of Laboratory-sponsored initiatives relative to the management of computer hardware and software.

· Configure equipment and perform acceptance testing.

· Maintain user accounts/access (based on BNL policy).

· Integrate, test and install system/database-related updates and patches, as appropriate.

· Secure systems and protect the integrity of data.

· Troubleshoot system and equipment failures.

· Ensure that critical systems and data are backed up.

· Maintain accurate and current documentation for client and server systems (IP addresses, computer name, location and owner).

· Ensure that all client and server systems connected to the BNL network have registered IP addresses, and the proper client software installed to protect against viruses and other vulnerabilities.

· Assist Cyber Security with Risk Assessments, self-assessments and audit support.

· Attend applicable training programs and meetings pertaining to cyber security.

· Provide emergency support (response and support for after-hours and weekends) for areas that are not directly managed by ITD.

· Immediately report suspected incidents or unauthorized access to the Cyber Security Incident Response Team (CSIRT – x8484); initiate/support an investigation only as directed.

Accountabilities: 

· To BNL and organization management, for providing accurate information in support of computer functions.

· To system users, to satisfy requirements for secure and reliable system delivery and support.

· To supervisor, for maintaining expertise and qualifications, and completing assigned work according to schedule and within budget expectations.

· To supervisor, for quality and quantity of work, and for ideas regarding improvement opportunities.

· To Brookhaven National Laboratory, for ensuring that policies and procedures of the lab are properly enforced and that DOE Orders are understood and followed.

Authorities: 

· Recommend budgets for new systems and upgrades.

· Perform password cracking, as authorized by Cyber Security.

· Perform port scans and vulnerability assessments, as authorized by Cyber Security.

· Represents users regarding improvements to IT processes, utilities, etc.

· Directs users, as appropriate, in the safe and secure operation of hardware and software under the system administrator’s cognizance.
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