Detecting Suspect/Counterfeit Items 

During Facility Inspections

General  

The following is intended to provide those involved in facility inspections sufficient guidelines to identify the most commonly discovered Suspect/Counterfeit Items (S/CIs). It is not intended to be an all inclusive description of the subject matter. Further reference information on typical S/CI markings or indicators can be found in the Suspect/Counterfeit Items subject area, in the Exhibits section.

Reporting 

Report any discovered S/CI to the BNL S/CI Coordinator.

New Construction 

The following applies to new construction or renovated/modified areas or systems. If S/CI are discovered, follow the Suspect/Counterfeit Items subject area.

1) Fasteners 

Focus on visible and accessible fasteners. Grade 5 and 8 high strength fasteners are the primary items of concern. However, certain stainless steel fasteners have also been identified as suspect (see the Suspect/Counterfeit Items subject area). Concentrate on safety related applications, e.g., high pressure systems, equipment or structures supporting heavy loads, critical load paths of cranes and lifting devices, etc. 

· Active assembly / construction areas: If suspect grade fasteners are used, check fastener stock or local "on-site" sources of supply. Ensure that no suspect grade fasteners are used (see the Suspect Bolt Head Marking Card). 

· Local stock areas:

· If suspect fasteners are found in stock, check assembly / construction areas for suspect fasteners.

· If suspect fasteners are found installed, a more detailed inspection on the remainder of assembly / construction areas, systems, or buildings may be necessary.

2) Strut Material
· Are they marked to identify the manufacturer (symbol or name) and part designation? These are typical markings for this material.

· If they are not marked, consider them suspect until documentation can be reviewed to verify manufacturer and part designation.

· Is the "same" part received both marked and unmarked? A change in a "typical" condition can be indication of counterfeit parts; i.e., if the part is normally marked, but is now received unmarked; normal packaging has changed. 

3) Circuit Breakers Uninstalled 

· Check stock or the local supply. Breakers should be: 

· Individually packaged.

· Have clear and sharp markings and no obvious signs of previous use.

· If S/CIs are found in stock, segregate questionable material. Consider inspecting installed breakers.

· Installed Breakers - check breaker handles.

· Handles should have typical embossed markings (manufacturer's symbol or rating).

· If the handle shows signs of tampering, consider the part suspect. Lock-out/Tag-out questionable material. Consult the BNL S/CI Coordinator to confirm. Consider inspecting other locations of installed breakers. 

4) Structural Steel
· Fasteners holding steel members together are high strength fasteners. They should be checked against the Suspect Bolt Head Marking Card.

5) Piping Components 

Focus on safety related systems, e.g., high pressure systems. 

· Piping fittings should have clear and sharp manufacturer markings. They should not have any over-stamped or altered markings.

· Purchasing clauses may require that they be made in the U.S.; check for foreign markings.

· Purchase orders or specifications may require Certified Material Test Reports (CMTR) for materials ordered. If so, these should be provided by the supplier and kept on file.

· Flanges typically have identification markings on the outer circumference, including:

· Manufacturer’s name or symbol

· Pressure rating

· Size

· Standard or Code that it complies with

· Heat number

· Valves / Fittings / Couplings

· Clear manufacturer’s markings

· No over-stamping or altering of markings

· Check fasteners against the Suspect Bolt Head Marking Card 

· Pressure switches

· Clear manufacturer markings

· Normally individually packaged

· Normally calibrated (check the purchase order)

6) Miscellaneous
· Fire Extinguishers

· Proper labeling and appropriate markings

· Assemblies – Mechanical assemblies received as one unit

· Check the fasteners

· Flanges

· Breakers
Old Construction

The following applies to parts of a facility that has had no renovations or modifications to systems. See the New Construction section above for guidelines applying to modified or renovated areas. If S/CIs are discovered, follow the Suspect/Counterfeit Items subject area.

1) Fasteners 

Focus on visible and accessible fasteners. Grade 5 and 8 high strength fasteners are the primary items of concern. Concentrate on safety related applications, e.g., high pressure systems, equipment or structures supporting heavy loads, critical load paths of cranes and lifting devices, etc. 

· If suspect fasteners are found in stock, check assembly / construction areas for suspect fasteners.

· If suspect fasteners are found installed, a more detailed inspection on the remainder of systems of the building may be necessary.

2) Structural Steel

· Fasteners holding steel members together are high strength fasteners. They should be checked against the Suspect Bolt Head Marking Card.

3) High Pressure Systems 

· Flanges typically have identification markings on the outer circumference, including:

· Manufacturer’s name or symbol

· Pressure rating

· Size

· Standard or Code that it complies with

· Heat number

· Valves / Fittings / Couplings

· Clear manufacturer’s markings

· No over-stamped or altered markings

· Check fasteners against the Suspect Bolt Head Marking Card.
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