Hazard Analysis Subject Area:         Guidance on Fault Tree Analysis


This guidance is not intended to be all-inclusive.  It is intended to give the user some basic information as to the purpose of the analysis, how it is applied, and methods for conducting the analysis, necessary resources, and limitations.  Where possible, examples pertinent to BNL operations were used to show typical contents and formats.

Fault Tree Analysis

Purpose:

The purpose of a Fault Tree Analysis (FTA) is to assess a system or sub-system by identifying a postulated undesirable end event and examining the range of potential events that could lead to that end event using a "logic tree."   The FTA is developed through deductive logic from an undesired event to all sub-events that must occur to cause the undesired event.  The FTA can be applied at any point in the life of a facility.  The FTA can be used to support the Preliminary Hazard Analysis (PHA) during facility design.

Application: 

The technique is universally applicable to systems of all kinds, however, the following must be taken into consideration:

1. The undesirable system events, which are to be analyzed/abated, and their contributors, must be foreseen.

2. Each of those undesirable system events must be analyzed individually.

Because of its relative complexity and detail, it is normally not cost-effective to use the FTA for low risk applications.  The FTA would typically only be used for those hazards that have been screened to the category 3 level using the hazard screening tool. 

Methodology:

The Fault Tree Analysis (FTA) can model the failure of a single event or multiple failures which lead to a single system failure.  The FTA is a top-down analysis.  The method identifies an undesirable event and the contributing elements (faults/conditions) that would lead to it.  The contributors are interconnected with the undesirable event, using network paths through Boolean logic gates.  Some of the symbols used in FTA are shown in Figure 1.

The following basic steps are used to conduct fault tree analysis:

1. Define the top undesired event.

2. Define the physical and analytical boundaries of the system.

3. Construct the tree structure.

4. Develop the path of failures for each branch to the logical initiating failure.

5. Evaluate fault tree probability.

6. Analyze the results.

Once the fault trees have been developed to the desired degree of detail, the various paths can be evaluated to arrive at a probability occurrence.  Cut sets are combinations of failures of components causing system failure (i.e., causing the top event of the tree).  Minimal cut sets are the smallest combinations causing system failure. Identifying the minimal cut sets will help determine the controls needed to prevent that event.

Figure 1.
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operation.

Basic Event: A basic initiating event (usually a malfunction/fault) that

means no further development is normally sought.

Conditioning Event:  Specific conditions or restrictions that apply to

any logic gate

Undeveloped Event:  An event that is not further developed because

it is of insufficient consequences or information is not available

AND Gate: Requires all of the below connected events to occur

before the above connected event can occur (probabilities multiplied)

OR Gate:  Any one of the events can independently cause the event

placed above the OR gate (probabilities are added)

Normal Event:  An event in an operational sequence that is expected

to occur and within expected performance standards.

Transfer In: Indicates that the tree is developed further at the

occurrence of the corresponding transfer out.  Used  to eliminate the

need to repeat identical analyses that have been completed in

connection with another part of a fault tree.

Transfer Out:  Indicated this portion of the tree must be attached at

the corresponding Transfer In.  Used to eliminate the need to repeat

identical analyses that have been completed in connection with

another part of a tree.

Standard Fault Tree Symbols


Completeness:

The completeness of the analysis is limited by the presumption that the

1. relevant undesirable events have been identified

2. contributing factors have been adequately identified and explored in sufficient depth.

Apart from these limitations, the technique as usually practiced is regarded as among the most thorough of those commonly used for general system application. 

Resources/Skills Required:

Significant training and experience is necessary to use this technique properly.  Skills for the uninitiated require from 8 to 40 (or more) hours of study and some practical experience.  Prior knowledge of Boolean algebra and /or the use of logic gates is helpful.

Limitations:

Application, though time-consuming, is not difficult once the technique has been mastered.  Computer aids are available.  Unlike Failure Modes and Effects Analysis, the technique explores only those faults and conditions leading to unacceptable losses.

FTA has several strengths.  The procedures are well defined and focus on failures.  The top-down approach requires analysis completeness at each level before proceeding.  It cannot guarantee identification of all failures but the systematic approach enhances the likelihood of completeness.  The FTA addresses effects of multiple failures by identifying inter-relationships between components and identifying minimal failure combinations that cause the system to fail (minimal cut sets).  The method addresses the effects of design, operation, and maintenance.

The FTA can handle complex systems.  It provides a graphical representation that aids in understanding these complex operations and inter-relationships between subsystems and components.  The FTA provides both qualitative and quantitative (probabilistic) information.  Probabilities may be assigned to each sub-event and aggregated to determine an overall probability for the top event.

The method is capable of producing numerical statements of the probability of occurrence of undesirable events, given probabilities of contributing factors.  That capability leads to a common abuse: much effort can be expended in producing "refined" numerical statements of probability, based on contributing factors whose individual probabilities are poorly known and to which broad confidence limits should be attached.  The technique can be expensive and very time consuming.

The method identifies minimum sets of contributing factors, which, if they occur, will invariably precipitate the undesirable event.  Common causes and human operator paths to events are also identified by use of the method.
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Output event: identification of a particular event in the sequence of an operation.�

Basic Event: A basic initiating event (usually a malfunction/fault) that means no further development is normally sought.�

Conditioning Event:  Specific conditions or restrictions that apply to any logic gate �

Undeveloped Event:  An event that is not further developed because it is of insufficient consequences or information is not available�

AND Gate: Requires all of the below connected events to occur before the above connected event can occur (probabilities multiplied)�

OR Gate:  Any one of the events can independently cause the event placed above the OR gate (probabilities are added)�

Normal Event:  An event in an operational sequence that is expected to occur and within expected performance standards.�

Transfer In: Indicates that the tree is developed further at the occurrence of the corresponding transfer out.  Used  to eliminate the need to repeat identical analyses that have been completed in connection with another part of a fault tree.�

Transfer Out:  Indicated this portion of the tree must be attached at the corresponding Transfer In.  Used to eliminate the need to repeat identical analyses that have been completed in connection with another part of a tree. �

Standard Fault Tree Symbols�
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