Hazard Analysis Subject Area:     Guidance on Energy Trace and Barrier Analysis


This guidance is not intended to be all-inclusive.  It is intended to give the user some basic information as to the purpose of the analysis, how it is applied, and methods for conducting the analysis, necessary resources, and limitations.  Where possible, examples pertinent to BNL operations were used to show typical contents and formats.

Energy Trace and Barrier Analysis (ETBA)

Purpose:

The Energy Trace and Barrier Analysis (ETBA) is a system-based analysis process developed to assist in the identifying hazards by focusing in detail on the presence of energy in a system and the barriers for controlling that energy. It can produce a consistent, detailed understanding of the sources and nature of energy flows that can or did produce accidental harm.  Results of the analysis support estimation of risk levels, and the identification and assessment of specific options for eliminating or controlling risks.

Application:

The ETBA methodology is applicable for simple or complex systems of all types.  It is used to ensure disciplined, consistent, and efficient procedures for the discovery of hazards in a new system.  It is also used to examine existing systems that have not been analyzed rigorously in the past.  ETBA lends itself to overviews of energies in systems, and disciplines the search for specific hazards or risks that require more detailed analysis.  The major strengths of ETBA are its ability to minimize oversights of hazards, its disciplining procedure, its thoroughness, and its compatibility with other system safety analysis methods.  It is iterative when used properly, because it identified uncertainties during the energy flow-tracing steps.  ETBA is also open-ended, with the theoretical capacity to analyze an unlimited number of energy flows and barrier behaviors to show their influence on process outcomes.  The ETBA can be thought of as a more formal and detailed "Barrier Analysis."  The ETBA can be used in place of the Barrier Analysis when greater detail is needed or it can be used to examine the impact of hazards developed using the Barrier Analysis in a much greater detail.

Methodology:

ETBA is based on the premise that accidental harm is produced by unwanted energy exchanges associated with energy flows through barriers into exposed "targets."  Subsequent refinements have resulted in a simple but comprehensive analysis process using sequential logic that minimizes the chance of overlooking hazards during safety analyses.  The ETBA process must begin with the definition of the system being analyzed.

The ETBA involves 5 basic steps as shown below; Step 1 is the identification of the types of energy found in the system.  It often requires considerable expertise to detect the presence of the types of energy present.  Step 2 is a trace step.  Once identified as present, the point of origin of a particular type of energy must be determined and then the flow of that energy through the system must be traced.  In Step 3, the barriers to the unwanted release of that energy must be analyzed.   For example, electrical energy is usually moved in wires with an insulated covering.  In Step 4, the risk of barrier failure and the unwanted release of energy are assessed.  Finally, in Step 5, risk control options are considered and selected.

1. Identify the types of energy present in the system.

2. Locate energy origin and trace the flow.

3. Identify and evaluate barriers (mechanisms to confine the energy).

4. Determine the risk (the potential for hazardous energy to escape control and damage something significant).

5. Develop improved controls and implement as appropriate.

The system must be defined in a way that enables the analyst to identify and trace energies from the time they enter the system until they leave the system or are converted into work.  An adequate system definition would describe inputs, intended operation, outputs and control flows.  The next step is to select a good checklist of energy types that might be in the system, to ensure that all energy sources are identified in the analysis.  Figure 1 is an example of a comprehensive Energy Type Checklist.  Using the checklist, make a list of all the energies that may require analysis.  Then select one energy type at a time to trace through the system.

Figure 1. Energy Checklist (sample)

1. Electrical

AC or DC current flows

Stored electrical energy/discharges

Electromagnetic emissions/RF pulses

Induced voltages/currents

Control voltages/currents

2. Mass/gravity/height (mgh)

Trips and falls

Falling/dropped objects

Suspended objects

3. Rotational kinetic

Rotating machinery/gears/wheels

Moving fan/propeller blades

4. Pressure/volume/kinetic displacement (P/V/KD)

Overpressure ruptures/explosions

Vacuum growth

Liquid spill/blood/buoyancy

Expanding fluids/fluid jets

Uncoiling object

Ventilation air movement

Trenching/digging/earth moving

5. Linear kinetic

Projectiles, missiles/aircraft in flight

Rams, belts, moving parts

Shears, presses

Vehicle/equipment movement

Springs, stressed members

6. Noise/Vibration

Noise

       Vibration

7. Moisture/humidity

8. Chemical (acute and chronic sources)

Anesthetic/asphyxiant

Corrosive

Dissolving/solvent/lubricating

Decomposable/degradable

Deposited materials/residues

Detonatable

Oxidizing/combustible/pyrophoric

Polymerizable

Toxic/carcinogenic/teratogenic

Waste/contaminating (air/land/water)


9. Thermal

Radiant/burning/molten

Conductive

Convective/turbulent evaporative/expansive heat/cool

Thermal cycling

Cryogenic

10. Etiologic agents

Viral

       Bacterial

       Fungal

       Parasitic

       Biological toxins

11. Radiation

Ionizing

       Non-ionizing/lasers

12. Magnetic Fields

13.  Living creatures or things

      actions/interactions by people

      actions by animals, other species

      Actions by trees, shrubs etc.

14. Terrestrial
Earthquake

       Floods/drowning

       Landslide/avalanche

       Subsidence

       Compaction

       Cave-ins

       Underground water flows

       Glacial 

       Volcanic

15. Atmospheric

Wind velocity, density, direction

Rain (warm/cold/freezing)

Snow/hail/sleet

Lightning/electrostatic

Particulate/dusts/aerosols/powders

Sunshine/solar

Acid rain, vapor/gas clouds

Air (warm/cold/freezing, inversion)

Each energy type present in the system is then analyzed by applying sequential logic to trace its flow, interaction with barriers, interaction between types, and intended work through the system.  The energy type is analyzed from the time it first enters or occurs in the system, until it exits the system or is transformed into work, and perhaps another type of energy.

The next step is to identify the barriers controlling the energy flow along its flow path, including physical and procedural barriers of all kinds.  At each step of the energy flow, "tests" for hazards are applied to the flow or conversion steps.  The "tests" consist of posing a series of "What would happen if….:" shown in the ETBA Hazard Discovery Checklist, Figure 2, along the energy flow path.

Figure 2. ETBA Hazard Discovery Checklist 

Energy Flow Changes

1. Flow too much/too little/none at all

2. Flow too soon/too late/ not at all

3. Flow too fast/too slow

4. Flow blocked/built up/release

5. Wrong form/wrong type input of flow

6. Cascading effects of release
Changes in Barriers

7. Barrier too strong/too weak

8. Barrier designed wrong

9. Barrier too soon/too late

10. Barrier degraded/failed completely

11. Barrier impeded flow/enhanced flow

12. Wrong barrier type selected

For each energy's flow path, identify the potential effects on each change in energy flows or barriers on the system.   Wherever a potential unintended energy release or exchange is discovered, identify the "targets," people or objects, that are likely to be affected by the scenario, and define those effects.  If the nature of scope of the effects poses an apparently significant risk of loss, record the scenario and an estimate of the associated risk level, to help set further analysis and control development priorities.  The record provides a list of candidate risks for more detailed or alternative analyses.  The scenarios pinpoint events that increase the risk.  Once the energy or barrier risks are identified, they may be used as a starter list to develop risk control or elimination options, and life cycle monitoring needs.  Each unwanted release or exchange is examined, to try to identify at least two changes that might be introduced to achieve desired risk reduction results.  The findings are also used to guide the preparation of operating procedures, safety training plans and examples, and ongoing monitoring needs over the system life cycle.

Completeness:

ETBA is capable of producing highly disciplined, thoroughly detailed analyses of hazards in new or existing systems.  By meticulously and logically tracking energy flows sequentially, into, within, and out of a system, ETBA compels a thorough analysis for each specific type of energy.  Ultimately, the degree of thoroughness depends on the self-discipline and ability of the analyst to track logically the flows and barriers in the system. 

Use of energy-related terminology and the logical presentation of the information enables viewers to determine quickly the thoroughness of the analysis, if they have a modest understanding of the intended system operation and the ETBA method.

Resources/Skills Required:

Individuals with engineering or science education can master ETBA most readily, with little additional training.  Analysts must understand energy flow and work concepts, for which at least a rudimentary knowledge of the behaviors of each of the energy types in Figure 1 is necessary.  Ability to logically identify energy sources and track flows in systems is an essential skill.  Ability to visualize energy releases or energy exchange or transformation effects is another helpful skill.  Mastery of ETBA can be enhanced by participation in accident investigations, and review of accident reports. 

Limitations:

ETBA procedures are very simple.  Though simple, the process is perceived as complex, and thus analysts unfamiliar with ETBA are reluctant to use it.  Typical difficulties in applying ETBA are

1. The complexity of the system, energies, barriers, or exposures being analyzed.

2. Limits in analysts' knowledge about the behaviors of an energy flow in a given system.

Ill-defined systems introduce another kind of difficulty in that they must first be defined before ETBA, or any other predictive analyses, can be successfully performed.  ETBA can aid the system design process by identifying uncertainties.  In accidents, ETBA application may be handicapped by the cascading effects of the energy exchanges.  Fire, for example, changes the interim states of system elements and energy flows over time so they cannot be identified reliably after the fact.

Users find that ETBA is probably the most powerful, efficient, and comprehensive system safety analysis process for the reliable discovery of new hazards in existing systems, or the discovery and analysis of risks in new systems.  ETBA's sequentially structured procedures produce more consistent, logically reasoned, and less subjective judgments about hazards and controls than any other single safety analysis method available.  When ETBA is performed after capabilities of other safety analyses methods have been exhausted, it invariably discloses previously undefined hazards and risks.  It also provides superior insights into changes that might be introduced to eliminate or control the hazards discovered.
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Examples/Format:   To be developed 
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